Check Point Course Materials - Virtual Environment

Objectives
e Understand the network and servers used for the course
materials.

e  Know how to configure the virtual network environment used for
the course materials.

e Know how to copy virtual machines using a base build and linked
clones.

o Know the importance of the VNnet network adapter setting.

Prerequisites

e Host Computer, Minimum Specification, Core Duo 8GB RAM and
120GB of free disk space.

o VMware WorkStation, ESXi or another HyperVisor
Windows 2008R2 ISO to build Virtual Machines
Windows XP Pro or Windows 7 Virtual Machine
Check Point R75.20 or later Windows 1SO

Check Point R75.20 or later SPLAT ISO

Release Date 19" September 2012

Document Number 560012091901

This document applies to the following R75 ebook course materials.
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Check Point Management Essentials - Part 1

Check Point Management Essentials - Part 2
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Check Point Management Essentials 1 & 2 Virtual Environment
Building the Virtual machines

Creating the SecurePlatform Virtual Machine Templates
Installing Software

Time taken to build the Virtual Machine environment from
scratch is about 6-8 hours.

This does not include time required to download any ISO
images or software.

The contents of this document cannot be modified without the express permission of an
authorized representative of the copyright owner.
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1 Check Point Management Essentials 1 & 2 - Virtual Environment The VM ClassRouter functions as a router, external client, Web & FTP server. Any

number of additional machines can be added to customize the environment.
The course materials can be completed using virtual machines or a mixture of VMs

and real physical machines. If physical RAM is low on the host then it is possible to configure the host PC with a
VMware network address 10.1.1.00 and get it to act as ‘Host1’ to run the Check
It is recommended that virtual machines are used for these course materials. Point SmartConsole clients.

The course materials assume that you will be using virtual machines. The materials = = 7 wwwsitezcom T T T
and environment were tested using VMware WorkStation 7.1. Site 2
ite

1.1 Course Environment & Network Diagrams
VMnet5
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All of the explanations and exercises in the course materials use the IP addressing for
the environment as illustrated in the following diagrams.

1.1.1 Minimum Hardware & Software Requirements

The lowest tested specification for a host PC is listed below.
Test VPN

IBM T61p, 2.8GHz, 8GB RAM (Recommend Intel i5 or i7) client »
“ VMnet9 R~ ¥ L - — - — =

Windows 7 Home 64-bit

Minimum free disk space 120GB

( 172.21.1.0/24 )
VMnet4
1 Site 1

))

The Windows virtual machines can be either 32-bit or 64-bit.

The virtual machines were allocated a maximum 1024MB RAM. For the firewalls in
the virtual environment it is possible to use 512MB to reduce memory usage.

If possible allocate up to 2GB RAM for the SmartCenter (mgmt-Sitel) as this will
decrease the time taken to compile and install security policies.
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1.1.2 The Core Environment — Network Diagram

The basic setup for the course is shown in the diagram.
For a large part of the course materials only five virtual machines need to be
powered on.
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1.1.3 Firewall HA Environment — Network Diagram

The extra firewalls fwa & fwb are created at the start of the HA Module for part 2
materials.
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192.168.100.0/24
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Do not try and reuse the existing virtual firewalls for the HA exercises by copying or
cloning them. You'll find it just as quick to create them from scratch.
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It is also good training and practice to create the SecurePlatform firewalls from
scratch. It should only take about 10 — 20 minutes to create both in a Virtual
environment.

List of Virtual Machines
These course materials use VMware Workstation.

However, any Hypervisor can be used that supports the required OS for the listed
virtual machines.

If you are experienced with Hypervisors then you may already have reference
machines that can be cloned and just need IP address changes and software
installed.

If you are not familiar with VMware then creating the machine environment from
scratch is a useful exercise.

Use 32-bit virtual machines for any machine that has a Check Point Firewall or
SmartCenter product installed.

A useful google search is ‘Check Point lifecycle’.

The machines marked in red should be available before starting the course
materials, required on the first day of the course.

The machines marked in blue will be required for later modules during the course,
required on the second or third day of doing the course.

All networks in the class environment use subnet mask 255.255.255.0, also known
as /24 or class C network.

Machine Name Details
ADSRVO01 Sitel Active Directory Server.
This server must be built Also runs an FTP & Web Server.

and started before starting 0OS: Windows 2008R2 Server
the course materials. P-101.1.2

N GW: 10.1.1.254
Administrator/Qaz123!!
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ClassRouter

This server must be built
and started before starting
the course materials.

This server can optionally
be configured with a
VMnet8 NAT interface to
access external networks
like the Internet.

Administrator/Qaz123!!

Router between different sites.
Also runs an FTP & Web Server.
OS: Windows 2008R2
Interfacel IP: DHCP

Interface 2 IP: 172.21.1.254
Interface 3 IP: 172.22.2.254
Interface 4 IP: 172.29.9.254

Route: 10.1.1.0/24 gw 172.21.1.1
Route: 192.168.100.0/24 gw 172.21.1.1
Route: 10.2.2.0/24 gw 172.22.2.1
Route: 192.168.200.0/24 gw 172.22.2.1

smtp-Sitel

Linked clone of www-Site2
add ‘Mail Enable’ free
version for SMTP server.

Administrator/Qaz123!!

DMZ Mail server for Sitel.
OS: Windows 2008R2

IP: 192.168.100.1

GW: 192.168.100.254

www-Sitel
Linked clone of www-Site2.

Administrator/Qaz123!!

DMZ Web server for Sitel.
OS: Windows 2008R2

IP: 192.168.100.2

GW: 192.168.100.254

Hostl

This server must be built
and started before starting
the course materials.

Windows Firewall turned
OFF on this VM.

Administrator/abc123

Sitel client PC to run the SmartConsole
clients.

OS: XP or Win7
IP 10.1.1.100
GW: 10.1.1.254

fw-Site2

Created when required as
part of the course materials.

Firewall for Site2.

OS: SecurePlatform (Linux)
eth0: 172.22.2.1

ethl: 192.168.200.254
eth2: 10.2.2.254

GW: 172.22.2.254

fwsitel

Created during the course
as part of the course
materials.

Firewall for Sitel.

OS: SecurePlatform (Linux)
eth0: 172.21.1.1

ethl: -

eth2: 192.168.100.254
eth3: 10.1.1.254

GW: 172.21.1.254

VPNClient

Windows Firewall turned
OFF on this VM.

Administrator/abc123

Client machine for testing VPNSs.
OS: Windows XP Pro
IP:172.29.9.10

GW: 172.29.9.254

MgmtSitel

Created during the course
as part of the course
materials.

SmartCenter for sitel,

OS: SecurePlatform (Linux)
IP:10.1.1.1

GW: 10.1.1.254

fwa

Created during the course
as part of the course

Firewall for Sitel Primary HA gateway
OS: SecurePlatform (Linux)
eth0: 172.21.1.2

www-Site2

Linked clone of the base
build.

Add Web/FTP server.
Administrator/Qaz123!!

Web server for Site2, also SmartCenter for
site2 when required.

OS: Windows 2003 Server
IP:10.2.2.1
GW: 10.2.2.254

materials. ethl: 192.168.101.252
eth2: 192.168.100.252
eth3: 10.1.1.252
GW: 172.21.1.254
fwb Firewall for Sitel Secondary HA gateway

Created during the course
as part of the course
materials.

OS: SecurePlatform (Linux)
eth0: 172.21.1.3

ethl: 192.168.101.253
eth2: 192.168.100.253
eth3: 10.1.1.253

GW: 172.21.1.254




115

When creating the SecurePlatform virtual machines it is better to create them as
new virtual machines rather than clone and edit the virtual machine settings.

Creating them individually is good practice for becoming familiar with
SecurePlatform installations.

Use both the WebUI and command line options for installation.

Check Point UTM-1 Appliances expect the WebUI to be used for initial installs and
upgrades.

Generic SecurePlatform installations can use either the WebUI or the command line
for both initial configuration and upgrades.

Check Point IP Appliances (Nokia IPSO based) cannot be created as virtual
machines.

Useful Software for the Virtual Windows 2008R2 Servers

The following software would be useful if installed on the Windows 2008R2 Server
virtual machines for the classroom environment.

Not all of the packages are required for the course materials.
Some of the applications are used as part of an exercise during the course.

All of the software can be downloaded from the Internet and may have specific
license and usage restrictions.

Software Details
7-Zip* File compressor
cpclean Check Point tool for removing Check

Point software from Windows OS.

Useful if the SmartCenter is installed on
Windows based platform.

(Does not remove startup menu and
desktop links).

Filezilla client

GUI FTP client that also supports sftp.

Filezilla server can be installed if you
would like to try setting up rules that
allow sftp connections.

Microsoft IIS Web & FTP servers are
turned on for the classroom
environment.

KiwiTools

Kiwi_Catools, useful suite of tools.
Contains tftp server.

The default maximum file transfer size is
68MB.

Increase the size if testing Check Point
shapshot image backup and recovery
using tftp.

MD5*

Several versions are available md5.exe,
md5sums.exe are command line
versions.

Nmap*

The network scanner, www.insecure.org

Putty*

Commonly used ssh client.

RemoteDesktop Manager

Useful tool for managing remote
connections like ssh, https.

Superscan4*

Simple Network scanner.

Sys Internals

Debugging tools for Windows

Very useful.

UltravVNC* Remote control application, useful
alternative to MS-RDP to test during the
course.

Wireshark* Network Protocol Analyser.

MailEnable SMTP Server

* Used as part of an exercise during the Check Point Mgmt Essentials 1& 2 courses.

Once you have a working test environment any number of useful client/server

applications can be installed and tested.
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Virtual Machines — Created in VMware WorkStation

The virtual machines were created using VMware WorkStation 7.1.

WMware WorkStation allows you to create base reference configurations and then
easily clone the base machine and treat it as a template.

A full or linked clone can be created.

Full clones can be copied to other machines and run independently of the original
base machine files. You just need to copy the directory and files related to the full
clone.

Linked clones use a lot less disk space but require the base machine files to be
available when linked clones are copied to another computer.

Clones allow you to experiment with the virtual machine without affecting the original.

If the clone becomes a mess it can be discarded and a new clone of the original
machine created to start again. Linked clones can take less than a few minutes to
create.

Machines created in VMware WorkStation can be imported to ESXi server using the
VMware Converter tool.

ISO Images required for the Course

Creating virtual machines from ISO images is quicker than using DVDs. Once you
have built the windows virtual machines the only ISO files needed are the Check
Point ISO images.

Some ISO images allow the software to be installed and used without needing a
license key for a limited evaluation period, 15 days for Check Point software.

If you have a Check Point Certificate key you can generate an evaluation license
key at the Check Point User Center which is valid for 30 days.

212

. v Computer » Local Disk (C:) » VMachines » CDISO

-

Include in library = Share with + Mew folder

MName : | Type Size
. OId_IS0_Versions File folder

& 7601.17514.101119-1850_x64fre_server_eval_en-us-GRMSXEVAL_EN_DVD  Image Files

& BTSR1-GMOME-
B Check_Point_R75.20.5plat IS0 images needed for ImageFiles

i Check_Point_R75.20.Windows the course materials Image Files
|| Check_Point_R75.30_Upgrade.5plat.tgz TGZ File
| Check_Point_R75.30_Upgrade.Windows.tgz TGZ File
| R75-20-smarConsoleMD5-Hash Text Document
& R80.10_HF002_CheckPoint_Endpoint_Security_Client_Windows
& ubuntu-11.10-desktop-i386
& ubuntu-11.10-server-amda4

Image Files

Image Files
Image Files

Image Files

R75.30 is a patch and not a full ISO release.
Always remember to check the MD5 checksums when installing and downloading
software. R75.40 can also be used if available.

The Base Machine — Base2008R2Enterprise

This machine is built as the reference for all of the Windows 2008R2 Server
machines that are cloned and used as part of the course.

e This machine is never started or used as part of the course materials.
¢ The machine files must be available for the linked clones to work.
e The location of the files is important.

Linked clones that are created from this base build are

Adsrv01l
ClassRouter
www-Site2
smtp-Sitel
www-Sitel

In the example VM build used here, the build directory, D:\VM-R75 can be copied to
a removable disk and distributed to multiple machines running VMware Workstation
after all of the machines have been built. Appropriate licensing for the Virtual
Machines would need to be in place to use them multiple times.

CDISO will contain the 1ISO images of the DVDs that the virtual machines will be
created from. It's possible to use real DVDs but much easier to use the ISO image.



Base2008R2Enterprise contains the files for the base ‘Windows 2008R2 Server’
build. This machine is never powered on.

The linked clones are powered on and used for the course materials.

vpnclient can use either XP or Windows 7. XP 32 bit build is OK and Check Point
End Point is fully supported on it. End Point is supported on Windows 7 32 & 64 bit.

zScreenlmages directory that contains screen background images for the virtual
machines and the hosts file.

zSoftware will contain software packages that might be useful if installed on the
virtual machines. Use the VM Setting to enable this directory as a Windows share.

The letter 'z’ at the beginning of the directory name is just to force the filename to
appear at the bottom of the list.

The ‘Base2008R2Enterprise’ files should look similar the following after completing
a basic install of 2008R2 Server, select Enterprise install type.

The 1SO used to build the base system in this case was
7601.17514.101119-1850_x64fre_server_eval_en-us-GRMSXEVAL_EN_DVD

=

MName Date modified Type Size

Base2008R2Enterprise.vmixlck 3/3/2012 5:37 PM File folder
j Base2008R2Enterprise 3 52 PM VMware virtual machine BIOS 9 KE
% Base2008R2Enterprise 3/3/2012 5:48 PM VMware virtual disk file 7,842,624 KB
j Base2008R2Enterprise 3
@ Base2008R2Enterprise 3
j Base2008R2Enterprise 3
% Base2008R2Enterprise-000001 3/
3
3
3
3

re snapshot metadata 1KB
vare virtual machine configuration 3KB
re team member 1KB
\ re virtual disk file 5,184 KB
VM

’_Eg', Base2008R2Enterprise-Snapshotl re virtual machine snapshot 28 KB
| vmware {3/2 Text Document 256 KB
| vmware-0 {3/2 Text Document 809 KB
| vprintproxy /372012 3:52 PM Text Document 3KB

After completing the base install of 2008R2, apply patches and then reboot. Do not
add server roles to the base build.

Server roles are added to the clones linked to the base build.

Before making any full or linked clones from the base server build it should be
cleaned up by removing all temporary and unnecessary files to reduce its size.

It would also be useful if distributing the virtual machines to other hosts to run a
defragmentation tool on them before copying them to other classroom servers.

With large disks being available and fast file transfer it may not matter too much
about cleaning up the base build before doing any clones.

After completing the cleanup, copy the whole directory to a backup location and
label it ‘original’ that way you don’t have to reinstall the base if things go wrong.

It only takes about 30- 50 minutes to complete the base install of windows 2008R2.

Cloning takes a lot less time, but then additional packages (Server Roles) will need
to be installed and the server configuration completed.

Quote reminder from Microsoft — Ref. 2008R2

This software is for evaluation and testing purposes. The evaluation is available in
ISO format. Web, Standard, Enterprise and Datacenter editions are available via the
same download. You will be prompted for edition installation at setup.

Evaluating any version of Windows Server 2008 R2 software does not require
entering a product key, however will require activation within 10 days.

Failing to activate the evaluation will cause the licensing service to shut the machine
down every hour (The 10 day activation period can be reset five (5) times by using
the rearm command. See below for further information on activation rearm).

After this time, you will need to uninstall the evaluation software and reinstall a fully-
licensed version of Windows Server 2008 R2.

When the initial 10-day activation period nears its end, you can run the slmgr.vbs
script to reset it back to 10 days

Type slmgr.vbs -dli, and then press ENTER to check the current status
of your activation period.

To reset the activation period, type slmgr.vbs -rearm, and then press
ENTER.

Reboot the system.

Accessing Files on the Local Host from within a Virtual Machine

In VMware WorkStation it is easy to allow a virtual machine to have access to the
local hosts file system.

This is useful when installing software on the virtual machine.



Instead of copying the software onto the virtual machine you can install the software
from a share on the host computer.

The host computer is the machine running VMware WorkStation.
In the virtual machine settings under ‘Options’ shared folders can be added.
Shares can be added while the virtual machine is powered on or off.

If the virtual machine is not running the only options will be ‘Disabled’ or ‘Always

’
enabled’.
Virtual Machine Settings 3
Hardware | Options ‘
Settings Summary Folder Sharing
;.
G ! MamtSitel ¥, Shared folders expose your files to programs in
EDE el Sl the virtual machine, This may put your computer
Power and your data at risk, Cnly enable shared folders
ared Folders Disabled if you trust the virtual machine with your data.
napshot/Replay (O Disabled
B GuestIsolation  Enabled, Enabled (® Always enabled
Tuols Preference T
Remnte Display  Disabled
Qumy [IMap as a network drive in Windows guests
@Apphance Wiew Disabled .
mACE Disahled Folders
g»\dvanced Default/Default MName Host Path
< [E3

Shares should normally only be enabled when needed.

Select ‘Add...’

Add Shared Folder Wizard

Welcome to the Add Shared
Folder Wizard

This wizard will guide you through the steps of
adding a new shared folder to your virtual
machine,

Select the directory to Share
(Location of the ‘zSoftware’ directory)

0-CPMgmtland2-VirtualEnv-R75

X

Add Shared Folder Wizard

Name the Shared Folder
What would you like to call this shared folder?

Host path

|C:'\'-:'Machines'n,zSof't'r\'are | [ Browse...

Mame

| zSoftware |

The share should be mounted as ‘Read-only’ unless you are copying files from the
virtual machine to the local host.

The default allows Read/Write.

X

Add Shared Folder Wizard

Specify Shared Folder Attributes
What is the scope and lifetime of this shared folder?

Additional attributes
Enable this share

Read-only

The share will be added to the listed of accessible shares.

© Lezha Publications 2012



Folder Sharing

¥, Shared folders expose your files to programs in
' the virtual machine. This may put your computer
and your data at risk, Only enable shared folders

if you trust the virtual machine with your data.

() Disabled
() Always enabled

[IMap as a network drive in Windows guests

Folders
Mame Host Path
Dzsoftware  C: \WMachines\zSoftware
4 |

[ add... |[ Remove ][ Properties ]

When the virtual machine is powered on the share will be available.

.host' Shared Folders'.zSoftware

File Edit ‘iew Favorites Tools Help
(JBack » ) - ¥ | ) search |D Fold:
Address I@ 1. hostiShared FoldersizSoftware

Folders

@' Desktop
B My Documants
=] :} My Computer
5 3% Floppy (A:)
Local Disk, (Ci)
A CPNGH-RES (D0)

[} Cantrol Panel
= ‘ﬂ My Mebwork Places

=] “ Entire Metwork

€Y Micrasaft Terminal Services

09 Microsoft yindows Nebwaork
5 Y WMware Shared Folder
E % host

= L shared Folders

Y web Client Mebwork
2 Recycle Bin

Note, just because it is easy to make copies of virtual machines it does not remove

the requirement for proper licensing.

Licensing is the responsibility of the user.

0-CPMgmtland2-VirtualEnv-R75

2.2 Create the Server — ADSRVO01 (Win2008R2)

2.2.1 Create a Linked Clone Example — ADSRV01

The virtual machine ‘ Base2008R2Enterprise’ should be shutdown.

Select the ‘Base2008R2Enterprise’ tab

Whichever virtual machine tab is selected will be the machine that is cloned.

Select VM - Clone...

| Base2008R2Enterprise - VMware Workstation

File Edit View | VM | Team Windows Help

[|[| B @ Power

Removable Devices

Sidebar
[ Pause Shift+Ctrl+P
@ Favorites o
Snapshot
Replay

Install VMware Tools...

Change Version...
Connected Users

Send Ctrl+Alt+Del

Grab Input Ctrl+G
( Clone... >
Capture Screen Ctrl+Alt+PrtScn

Capture Movie...
Delete from Disk
Message Log

Save for Offline Use
Settings... Ctrl+D

2 64

2

=

B @

2Enterprise\Base 2008R 2Enterprise, vmx
tual machine

2 Memory 1024 MB

B Processors 1

f=Hard Disk (SCSI) 40 GB

(=)CD/ovD (1DE) Using file C:\WMachines\CDISO\7601, 17514, 101119-18
H Floppy Auto detect

T Network Adapter  NAT

@USB Controller Present

@) sound Card Auto detect

Sprinter Present

Boisplay Auto detect

The wizard will step through the cloning process.

10
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Clone Virtual Machine Wizard E\ Create alin kd clone
Clone Virtual Machine Wizard

Welcome to the Clone Virtual Clone Type
Machine Wizard How do you want to done this virtual machine?

This wizard will help you create a copy of this
wirtual machine. Clone method

If you intend for other users to create dones (¥) Create a linked done

from this virtual machine, you should enable = X - . X X
template mode under VM Esethngs = Options » A linked clone iz a reference ta the original virtual machine and requires less

Advanced. disk space to store, However, it cannot run without access to the original
virtual machine.

(O Create a full done

VMwa re A full done is a complete copy of the original virtual machine atits current
. state. This virtual machine is fully independent, but requires more disk space
Workstation 6.5 to store.
No snapshots (linked clones) of this machine exist yet. Only the current state is
available to be cloned. [ <Back J[_mext> ] [ concel
Clone Virtual Machine Wiz X Enter the machine name — ADSRV01
Clone Source The directory name will automatically be set to the same as the machine name.

Which state do you want to create a clone from?

The linked clone will take less than a minute to create.

Clone from

Clone Yirtual Machine Wizard

(¥) The current state in the virtual machine

Creating a linked done from the current state will create a new snapshot. Cloning Virtual Machine

v Preparing clone operation
This virtual machine has no existing doneable snapshots. v Snapshotting virtual machine
« Creating linked done

v Done

= Back ” Mext > l[ Cancel

0-CPMgmtland2-VirtualEnv-R75 11 © Lezha Publications 2012



Create the other linked clones, ClassRouter & www-site2

2.2.2 Configure the Linked Clone — ADSRV01

Edit the VM Settings and set the network adapter to Custom — VMnet2

ADSRVO01

Task

Set the IP Address and default gateway

IP Address: 10.1.1.2
Netmask: 255.255.255.0
Gateway: 10.1.1.254

Set the machine name to - ADSRV01

Set the Domain to - sitel.local

Common practice for internal AD server to be part of
domain .local.

Copy the hosts file from
C:\VMachines\zScreenlmages
to

C:\windows\system32\drivers\etc

Set the background screen image to - adsrv01.png

Location - C:\VMachines\zScreenlmages

Turn off Automatic updates.

Add a Server Role — Active Directory Server
Run dcpromo.exe to add ADS & DNS Server
Domain Sitel.local

Add a Server Role — Web & FTP Server

Make sure that the Web and FTP server are working.

Need to manually add an FTP Server, Web server is
added by default.
Enable Remote Access

Copy the home HTML files for ADSRVO0L1 to the web
home directory.
Files are located in C:\VMachines\zScreenlmages

223

Install any other software required from the zSoftware
directory.

Putty, md5 (copy into C:\usr\bin, create directory if it does
not exist, set environment variable PATH to include
C:\usr\bin)

Kiwi tools tftp server

10

You may have to turn off the Windows Firewall for 2008R2 virtual machines in the
training environment.

When testing services check if the local Windows firewall is a problem, disable if
necessary.

It might be useful to configure 3 serial ports for Machine ‘ADSRV01’, connect to
mgmt-Sitel, fw-Sitel, fw-Site2. Not essential, needs to be three different named

pipes.

The serial ports are useful for course development and capturing data. Using SSH is
not always available to give access to the same information as a serial link.

Use putty for the serial link.

Adding Role Active Directory Domain Services
Using Server Manager, add the Role ‘Active Directory Domain Services’
You cannot add an DNS server at the same time when using the wizard, after

adding the role run ‘dcpromo.exe’ to complete the AD DS and DNs server
installation.

Run ‘dcpromo.exe’ it will step through the AD DS & DNS installation.

@1 Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain cortroller. To cortinue, click Next

I™! Use advanced mode installation

Leam more about the addtional options that are
available in advanced mode installation

More about Active Directory Domain Services



@ Active Directory Domain Services Installation Wizard

Operating System Compalibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

There is no need for backward compatibility, select 2008 R2

Set Forest Functional Level
Select the forest functional level.

1. Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a

new more secure default for the security setting named "Allow cryptography algorithms Forest functional level:

compatible with Windows NT 4.0." This setting prevents Microsoft Windows and - 2008

non-Microsoft SME "clients" from using weaker NT 4.0 style cryptography algorithms Windows Server R2 j
when establishing security channel sessions against Windows Server 2008 or

"Windows Server 2008 R2" domain controllers. As a result of this new defaut, Details

operations or applications that require = securty channel serviced by Windows Server The Windows Server 2008 R2 forest functional level provides all the features that
2008 or "Windows Server 2008 R2" domain controllers might fail. are available in the Windows Server 2008 forest functional level, plus the following
Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft adfimona\ fﬂaeqdaturee Bin, which, when it is enabled. provides the ahbility to restore

SME "clients" and network sttached storage (NAS) devices that do not support deleted objects in their ertiraty while Active Directory Domain

stronger cryptography algorithms. Some operations on clients running versions of Services is running

Windows earfier than Windows Vista with Service Pack 1 are also impacted, including Wy new domains that are et e il Frne=s vl operate by default at the

domain join operations performed by the Active Directory Migration Tool or Windows Windows Server 2008 R2 domain functional level

Deployment Services. : ;I
For more infommation about this setting. see Knowledge Base article 342564 s You will be able to add only domain controllers that are running

{http://go microsoft com Awlink/?Linkld=104751). Windows Server 2008 R2 or later to this forest.

More about domain and forest functional levels
Create a new domain.

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

Enable the DNS server (it is selected by default)
x|

Additional Domain Controller Options

"~ Existing forest

£ Add & domain cantraller to an existing damain
Select additional options for this domain controller,

£ [reate & new domain i an existing forest [¥ DNS server

This server will besome the first domain controller in the: new domsin. [¥ | Blohal catalog
™| Fead-anly domain contraller [RODE]
Addtional information

% Create a new domain in a new forest

The first domain controller in a forest must be a global catalog server and :l
cannot be an
More about possible deployment configurations We recommend that you install the DNS Server service on the first domain
controller.
Use the Domain name ‘site1.local’ []

._ Active Directory Domain Services Installation Wizard

Name the Forest Root Domain

The first domain in the forest is the forest root domain. lts name is also the name of
the forest.

More about additional domain controller options

The DNS server can be manually adjusted later if needed.
o Active Directory Domain Services Installation Wiza |
Type the fully qualified domain name (FQDMN) of the new forest root domain

A delegation for this DNS server cannot be created because the

FQDN of the forest root domain: JL authoritative parent zone cannot be found or it does not run
site 1 local T Windows DNS server, If you are integrating with an existing DNS
. infrastructure, you should manually create a delegation to this
Example: corp contoso.com DNS server in the parent zone to ensure reliable name resolution
from outside the domain “site 1.local”, Otherwise, no action is
required.

Do you want to continue?
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Leave the log file location to the default values Active Directory Domain Services Installation Wizard
\ctive Directory Dot in Services Installation Wizard il

The wizard is corfiguring Active Directory Domain Services. This process can take
from @ few minutes to several hours, depending on your environment and the options
Location for Database, Log Files, and SYSVOL Prayromasti
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

HE

For better performance and recoverability, store the database and log files on separate
volumes.

Installing Group Policy Management Console

Database folder:

Log files folder:

Browse
|c \Windows\NTDS Browse I~ Reboot on completion
_Bowe |

SYSVOL folder:
|c \Windows\SYSVOL Brow:

Reboot the server once the installation completes.

Mare about placing Active Directory Domain Services files Active

Sel

Installation Wizard x|

Completing the Active Ill)irectory
D in Servi Installati
Use ‘Qaz123!!’ for the password : omain Services Installation

Wizard
keep it simple for a test environment we know it’s not the real world..

[Active Directory Domain Services is now installed on this < |
computer for the domain "site 1 local”

[This Active Directory domain controlier is assigned to the

site "Default-First-Site-Name”. You can manage stes
Active Directory Domain Services Installation Wizard | ith the Active Directory Sites and Services
dministrative tool
Directory Services Restore Mode Administrator Password E =
L=EE

The Directory Services Restore Mode Adminisirator account is differert from the domain To close this wizard, click Finish.
Administrator account.

Assign a password for the Administrator account that will be used when this domain

controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Conimpassicrd T Check that the Active Directory Services are started and don’t have any

More about Sirsctory Services Hestors Mo passward errors.
[ P [l 5
File Acton View Help
Change the account setting later so that the password does not expire. LL]|
E & Roles
= ‘B Active Directory Domain Services
Active Directory Domain Services Installation Wizard B3 ;dive Diectory Users and Comy | |7 Getan overview of the status of this server, perform top management tasks, and add or remove server roles and features
El 5 sitellocal P
Summary ] Bultn -
T s ) Server Summary Server Summary Help

| FereignsecurityPrincipals

| Managed Service Accour ) Computer Information i\ Activate Windows

= Users 1%/ Change System Properties

. Full Computer Name: adsrv0 Lsitel.local o
Review your selections: = ﬁg Aj";;:g‘ Fecory Stes and Seniq poman: senie T view Network Connections
- - = = = - g . ‘i Configure Remote Desktoy

Conffigure this server as the first Active Directory domain cortrollerin a new forest. & | Subnets 4 ConfigureRemot=Beckiop

| Inter-site Transports Local Area Connection: 10.1.1.2, IPv6 enabled S O

N " 0 . Default-First-Site-Name. lanagement
[The new domain name is "stelocal”. This is also the name of the new forest. =8 o SEE, Remote Desktop: Disabled
a
- " = S M Remote Disabled
[The: NetBIOS name of the domain is "SITE1". g Features Varagements isabe
Diagnostics
. ]
Forest Functional Level: Windows Server 2008 R2 % ::ﬂ"rgi':““" Creti Rzt
. . ™ Do not show me this console at logon
Domain Functional Level: Windows Server 2008 R2
ISie: Defauli-Frsi-Site-Mame ) Security Information @ Go to Windows Firewal
Windons Firewalt Puislc: On <l Configure Updates
\Additional Options: ¥4 Check for New Roles
| Windons Updates: Instal updates automatically using Windons Update: S —————
To change an option, click Back. To begin the operation, click Next. e i Rzt {l Confiaure IEESC
Last installed updates: 3/3/2012 12:36 AM
These settings can be exported to an answer file for use with ; 1 Enhanced Security On for Administrators
Export setting:

other unattended operations. Configuration (ESC): On for Users
Mare about using an answer file

0-CPMgmtland2-VirtualEnv-R75 14
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2.2.4 Adding Role Web & FTP

Server

Just need the basic default and FTP Server

Select the role services to install for Web Server (I1S):

$ #  View the health of the roles installed on your server and add or remove roles and features.

~| Roles Summary
~) Roles: 2of 17 installed
/i, Active Directory Domain Services
& DNS Server
~! Active Directory Domain Services
searches,
~ Role Status
Messages: 1

System Services: 8 Running, 2 Stopped

Events: 4 warnings, 27 informational in the last 24 hours

=

Best Practices Analyzer: To start a Best Practices Analyzer scan, go to the Best Practices
Analyzer tile on this role's homepage and dick Scan this Role

~) Role Services: 1installed

Role Service | Status I

@ Active Directory Domain Controller Installed
Tdentity Management for LINIX Not installed
Server for Network Information Services Not installed
Password Synchronization Not installed
Administration Tools Mot installed

£} Last Refresh: Today at 1:11 AM Configure refresh

Select one or more roles to install on this server.

Roles:

Roles Summary Help

f}ﬁ Add Roles
52 Remove Roles

AD DS Help

Stores directory data and manages communication between users and domains, induding user logon processes, authentication, and directory

Go to Active Directory Domain
Services

5 Add Role Services

& Remove Role Services

Select ‘Web Server (lIS)’, this includes lots of options

|:| Active Directory Certificate Services

Active Directory Domain Services (Installed)
Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Application Server

DHCP Server

DNS Server (Installed)

Fax Server

File Services

Hyper-V

Metwork Policy and Access Services

Print and Document Services

Remote Desktop Services

Windows Deployment Services
Windows Server Update Services

OOROO0O0O00O0EO0000
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Role services:

= [E web Server
= |E| Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
|| HTTP Redirection
[] webDaV Publishing
B[] Application Development
[] asp.NET
[[] \NET Extensibility
[ asp
[ ca
[ 1SAPI Extensions
[] 15API Filters
[ server side Indudes
B [E Health and Diagnostics
HTTP Logging
[ Logging Teols
Request Monitor
[ Tracna
More about role services

|| 115 Management Scripts and Tools
[ Management Service
=[] 115 & Management Compatibility
[7] 15 & Metabase Compatibility
[ 115 & WMI Compatibility
[] 115 & Scripting Tools
D 1IS & Management Console

FTP Service
FTP Extensibility
[ 115 Hostable Weh Care

More about role services

Summary of installed components.

Add Roles Wizard

m Installation Results
[~ |

Before You Begin
Server Roles
Web Server (I15)
Role Services
Confirmation

Progress

15

The following roles, role services, or features were installed successfully:

~) Web Server (IIS) @ 1nstallation succeeded

The following role services were installed:
Web Server
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
Health and Diagnostics
HTTP Logging
Request Manitor
Security
Reguest Filtering
Performance
Static Content Compression
Management Tools
1IS Management Cansole
FTP Server
FTP Service

FTP Extensibility

Erint, e-mail, or save the installation report

Next > | Close I Cance!

< Preyious.

L L
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Check the Web and FTP server components have been installed.

FTP Directory  FTP Firewall

View Sites

Any Name will do this is not the FQDN of the server, just a reference name

Add FTP Site 21x|
il
Fie Acton View Help Site Information
+ | [m]
B P Roles =
g Active Directory Domain Servic 6@ 95 » apsavor b | FTP site name:
& DNS Server :
B €3 Web Server (I15) Site 1-adsrv0 1
W) Internet Information Servit q;! ADSRV01 Home Manage Server I
Features - i
Diagnostics Filter: - ico - Ghshowal | A ’; R S K
Configuration - S i :
Storage FTP A w s Physical path:
@ oermtvies ste 2 @ S [c:inetpubfproot
lirr2) G

FTP FTP
Authentication Authorizati...  Browsing Support @ e

FIPIPv4  FTPLogging FTF Messages FTP Reguest
Address a... Filtering

Online Help
O

Assign the IP addres for this Server — 10.1.1.2
Add FTP Site 2x|

FIPSSL  FTP User
Sefirgs - laton Binding and SSL Settings
s
A 9 o »
Authentication Compression  Default Directory —Binding
Doament  Browsing T - E—
& & 5§ [10.1.1.2 e
Frorese N:‘:Dr;‘r\eg’s R:s-;:.. s ™ Enable Virtual Host Names:
- - | A = = IVithaI Host (example: fip.contoso. com):
Create an FTP Server, not created by default

V' StartFTP site automatically

—SsL
:
x o
@@ [ €3 ) apsrvol » Allow 55L
" Require 5L
e S5L Certificate:
ADSRV01 Home 1 view
“’v ltl l l& ;! Not Selected J View:..
"' Eiter: - %GO - %Show - l 7| Previous ”TI Finish | Cancel
Refresh -
Remove Connection 7 -.-i
Add Web Site... {6 GE * This server does not use SSL.
FTP FTF Directory  FTP Firewall
Start pn  Authorizati... Browsing Support
B Stop ;! E= =
" Rp— )
FTP Logging FTP Messages FTP Reguest
. Filtering
Rename
72 Switch to Content View
— - [ElfFre)
FTP S5L FTP User
Settings Isolation
0-CPMgmtland2-VirtualEnv-R75 16
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Select both Anonymous and Basic Authentication & Read/Write
EEETEE—

Add FTP Site

@ Authentication and Authorization Information

2lx

— Authentication
¥ Anonymous
IV Basic

Allow access to:

[l users

Permissions

¥ read
I write

Previous e |[CFns |

Cancel

Reboot the Server.

Test access to the Web and FTP Server to check they are running.

You may have to explicitly set the permission on the directory c:\inetpub\ftproot to
be Read/Write for all users other wise anonymous FTP will not work.

2.2.5 Turn on Remote Access

For this simple environment allow any user from anywhere.

A

Remote Desktop Firewall exception will be enabled

‘fou chose to enable Remote Desktop Connection for
all network connections on this computer.

To enable it for selected network connections, open

Windows Firswall wih Advanced Secunty

x |x

¢~ Dont allow connections to this computer

%" Mlow connections from computers running any version of
Bemote Deskiop (ess secure)

= Allow connections only from comptters unning Remote
Desltop with Network Level Authentication {mare secure)

Help me choose

Select Users... |

0-CPMgmtland2-VirtualEnv-R75

0K | Cancel | Apply

2.2.6 Add Some Standard Users to the AD Server

Add Users & Groups

m @ |

Active Directory Users and Computers [adsrv0 1.site 1.local]

| saved Queries
3 site Llocal
1 Builtin

| Computers

i

Ll

= | Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts

HEEE

~ ! Delegate Control...
Find...

All Tasks 3
View

Refresh
Export List...

Properties

Help

Computer

Contact

Group
InetOrgPerson
msImaging-PSPs
MSMQ Queue Alias
Printer

User

Shared Folder

Keep user accounts simple for a test environment.

Add the following users

User Name Logon :Password
User One User.One Qaz123!
User Two User.Two Qaz123!!
User Three User.Three Qaz123!!
User Four User.Four Qaz123!!
User Five User.Five Qaz123!!
User Six User.Six Qaz123!!
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New Object - User

New Object - User

I B

0-CPMgmtland2-VirtualEnv-R75

oreveree

New Object - User

Add two Groups, Support & Sales

2, User One site1 local/Users
2 UserThree  sitelocal/Users
2, User Two site1 local/Users

2, User Five site1 local/Users
2, User Four site1 local/Users
2, User 5ix site1 local/Users
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?_; Guest

H2,RAS and TAS Servers
%Read-ﬂnly Domain ...
52, 5ales

52, 5chema Admins
SESupport

2 TelnetClients

?_) User Five

?_) User Four

?_) User One

?_) User Six

?_) User Three

?_) User Two

User

Security Group - Domain Local
Security Group - Global
Security Group - Global
Security Group - Universal
Security Group - Global
Security Group - Domain Local
User

User

User

User

User

User

2.3 Configure the Other linked Clones (Win2008R2)

2.3.1 Configure the Linked Clone — ClassRouter

Edit the VM Settings and set the network adapters to the correct VMnet.

ClassRouter

State: Powered off

Guest O5: Windows Server 2008 R2 x64

Location: D:\WM-R75\ClassRouter \ClassRouter. vmx

Version: Workstation 6.5-7.% virtual machine

Clone of: D:\WM-R75\Base 2008R. 2Enterprise \Base 2008R. 2Enterprise, vmx
Commands Devices ] [ Options

Set to use DHCP

[P Power on this virtual machine 2 Memory 1024 MB
Hﬁ Edit virtual machine settings % Processors 1
(=JHard Disk (SCSI) 40 GB
ﬂ Enable ACE features (Whatis ACE?) 'E)CDIDUD {IDE) Using file C:\WMachine
H Floppy Auto detect
ENetwork Adapter NAT
ElNetwork Adapter 2 Custom (VMnet4)
@Network Adapter 3 Custom (VMnet7)
ENetwork Adapter 4 Custom (VMnetd)
@USB Controller Present
'€'I' Sound Card Auto detect
@Prinb&r Present
EDispIay Auto detect
ClassRouter
No. Task
1 Edit the first network interface (Optional)

0-CPMgmtland2-VirtualEnv-R75
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Edit Network Adapter 2

IP Address: 172.21.1.254
Netmask: 255.255.255.0
Gateway: Leave blank

Do not add multiple default gateways.
The OS needs to know how to deal with multiple default
gateways and most do not and just get confused.

Edit Network Adapter 3

IP Address: 172.22.2.254
Netmask: 255.255.255.0
Gateway: Leave blank

Edit Network Adapter 4

IP Address: 172.29.9.254
Netmask: 255.255.255.0
Gateway: Leave blank

Use a command box to add static routes

route -p add 10.1.1.0 mask 255.255.255.0 172.21.1.1
route -p add 192.168.100.0 mask 255.255.255.0 172.21.1.1

route -p add 10.2.2.0 mask 255.255.255.0 172.22.2.1
route -p add 192.168.200.0 mask 255.255.255.0 172.22.2.1

Change the hostname and domain.

Hostname: classrouter
Domain: server.com

Copy the hosts file from
C:\VMachines\zScreenlmages
to

C:\windows\system32\drivers\etc

Set the background screen image to - ClassRouter.png

Location - C:\VMachines\zScreenlmages

Turn off Automatic updates
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routing part)

10 Use ‘regedit

Change the value to be 1

Make sure this machine can act as a router

Enable Role: Network Policy and Access Services (only need the

Find the key - ‘ipenablerouter’

A reboot will be required before this change takes effect.

11 | Putty, md5

Install any extra software not installed on the base machine.

Enable Server Role: Web & FTP Server

The interfaces in Windows and the VMware interfaces may not match up and you

may need to juggle which VMnet should be assigned to the right VMware interface.

-
Virtual Machine Settings

Hardware | Options

Device Summary

s
& Processors 1

(=Hard Disk (SCSI) 40GB

@CD;’DVD ({IDE) Using file C:\wMachines\CDI...

H Floppy Auto detect

FEINetwork Adapter  NAT

[ @Netwnrk Adapt... Custom (WMnets) 7172.29.9.254
ElNetwork Adapt... Custom (vMnetd) 772.27.7.254
| ENEtwurk Adapt... Custom (VMnet?) 172.22.2.254
@USB Controller  Present

| @) 50und Card Auto detect
||| | Serinter Present
EDisp\ay Auto detect

0-CPMgmtland2-VirtualEnv-R75

OO |@ - Netw... - MNetwor.., -

Organize ~

Local Area Connection
Network

7 Intel{R) PRO/1000 MT Network Conn...

Local Area Connection 2
Unidentified network

Local Area Connection 3
Unidentified network

Local Area Connection 4
Unidentified network

Intel(R) PRO/1000 MT Network Conn...

Intel(R) PRO/1000 MT Network Conn...

Intel{R) PRO/1000 MT Network Conn...

= - 0 @
DHCP from

VMnet8
172.21.1.254

172.22.2.254

172.29.9.254
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Details for adding Role: Network Policy and Access Server

Add Roles Wizard

Select one or more roles to install on this server.
Roles:

|:| Active Directory Certificate Services

|:| Active Directory Domain Services

D Active Directory Federation Services

[ Active Directory Lightweight Directory Services

|:| Active Directory Rights Management Services

[] application Server

|:| DHCP Server

[] pns server

|:| Fax Server

[] File Services

[ Hyper-v

y and A

|:| Print and Document Services

[] Remote Desktop Services
Web Server (I15) (Installed)

[] windows Deployment Services

[ windows Server Update Services

More about server roles

ﬁ% Network Policy and Access Services

EBefore You Begin

Server Roles

Network Policy and Ac

Role Services
Confirmation
Progress

Results

Introduction to Network Policy and Access Services

Network Policy and Access Services allows you to provide local and remote network access and to define and
enforce palicies for network access authentication, authorization, and cient health using Netwark Policy Server
(NPS), Routing and Remote Access Service, Health Registration Authority (HRA), and Host Credential

Authorization Protocol (HCAP).

Things to Note

from the NPAS home page using the NPS console.

page using the NPS console.

Additional Information

Owerview of Network Policy and Access Services
NAP enforcement methods

Network Access Protection (NAP) in NPS
Network Policy Server

You can deploy NPS 2s a Remote Authentication Dial-In User Service (RADIUS) server and proxy and as a
Network Access Protection (NAP) policy server. After instaling NPS using this wizard, you can configure NPS

NAP helps you ensure that computers connecting to the netwerk are compliant with erganization network
and dient health policies. After instaling NPS using this wizard, you can configure NAP from the NPAS home
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Select the role services to install for Network Policy and Access Services:

Description:

Network Policy Server {(NPS) allows
you to create and enforce
organization-wide network access
policies for client health, connection
request authentication, and
connection request authorization.
With NPS, you can also deploy
Metwork Access Protection (NAF), a
client health policy creation,
enforcement, and remediation
technology.

Role services:

[ Metwork Policy Server

=[] Routing and Remote Access Services
=

T REmete Access Service
[] Routing

Registration Authority
[] Haost Credential Authorization Protocol

Some features need to be turned on

Add Roles Wizard x|
"p Add role services required for Routing?
=1 You cannot install Routing unless the required role services are also installed
Flole Services Description
[=l Network Policy and Access Services Network Policy and Access Services
" . provides Network Pelicy Server (NPS),
Fl Routing and Remote Acc.ess Services Routing and Remote A <. Health
Remote Access Service Registration Authority (HRA), and Host
Credential Authorization Protocal (HCAF).
which help szfeguard the hezlth and security
of your network:.
Add Reguired Role Services I Cancel |
th I red?
(i) Why are these role services requi 4

Only select the Routing and Remote Access

Select the role services to install for Network Policy and Access Service

Role services:

] Metwork Policy Server
= Routing and Remote Access Services
Remote Access Service
[] Health Registration Autharity
[] Host Credential Authorization Protocol

Add Roles Wizard

ﬁ Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles CD

linformational message below
Network Policy and Access Services

@ This server might need to be restarted after the installation completes.

Role Services

~| Network Policy and Access Services

Progress Routing and Remote Access Services
Remote Access Service

Results -
Routing

21

Once the installation of the Routing role is complete change the registry value
‘IPEnablerouter’ to have value 1. A reboot is required.
Use ‘Find’ to get to ‘IPEnableRouter’

& Registry Editor

File Edit View Favorites Help

Parameters :I MName | Type | Data
. Adapters g[ﬂ (Default) REG_SZ (value not set)
DNSRegisteredAdapters 3b| pataBasePath REG_EXPAND_SZ YSystemRoot ¥ \System32\drivers\etc
. Interfaces 4| DeadGWDetectD... REG DWORD 0x00000001 (1)
PersistentRoutes ab] phepDomain REG_S7 localdomain
 Winsock 3| DhepNameServer  REG_SZ 192,168.128.2
Performance ab|Domain REG ST
f:é“‘cap’nv‘der 1% DontAddDefaults... REG_DWORD 000000000 (0)
%|EnableICMPRedir...  REG_DWORD 0x00000001 (1)
TPETUNNEL -
breg gg]ForwardBroadcasts REG_DWORD 0x00000000 (0)
TPTUNNEL ab|Hostname REG_SZ ClassRouter
PE i REG_SZ
P REG_DWORD
fameSare REG_SZ
oD ab| Ny Hostname REG_SZ ClassRouter
Service ab|SearchList REG_S7
EADCRDER 34| SyncDomainWith... REG_DWORD 0x00000001 (1)
utoConnSve 4| UseDomainName.. REG_DWORD 0x00000001 (1)
CGateway

2.3.2 Configure the Linked Clone - www-Site2
Edit the VM settings and set the network adapter to Custom — VMnet5

www-Site2
No. Task
1 Set the IP Address and default gateway

IP Address: 10.2.2.1
Netmask: 255.255.255.0
Gateway: 10.2.2.254

Turn off IPv6, not neededl

2 Change the Machine name to - www-site2
3 Change the domain to - site2.com
reboot

4 Copy the hosts file from
C:\VMachines\zScreenlmages
to

C:\windows\system32\drivers\etc
Set the background screen image to- www-Site2.png

Location - C:\VMachines\zScreenlmages
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Turn off Automatic updates

Install any extra software not installed on the base machine.
Putty, md5
Enable Server Role: Web & FTP Server

2.3.3 Configure the Linked Clone - smtp-Sitel

Edit the VM settings and set the network adapter to Custom — VMnet3

smtp-Sitel
No. Task
1 Set the IP Address and default gateway
IP Address: 192.168.100.1
Netmask: 255.255.255.0
Gateway: 192.168.100.254
2 Change the Machine name to - smip-sitel
3 Change the domain to - sitel.com
4 Copy the hosts file from
C:\VMachines\zScreenimages
to
C:\windows\system32\drivers\etc
Set the background screen image to- smtpSitel.png
5
Location - C:\VMachines\zScreenimages
6 Turn off Automatic updates
Install any extra software not installed on the base machine.
! Enable Server Role: Web & FTP Server
Install SMTP Server - Mailenable

2.3.4 Configure the Linked Clone - www-Sitel

Edit the VM settings and set the network adapter to Custom — VMnet3

www-Sitel
No. Task
1 Set the IP Address and default gateway

IP Address: 192.168.100.2

Netmask: 255.255.255.0

Gateway: 192.168.100.254

Change the Machine name to - www-sitel
Change the domain to - sitel.com

4 Copy the hosts file from

wWIN

C:\VMachines\zScreenlmages
to

C:\windows\system32\drivers\etc
Set the background screen image to- wwwSitel.png

Location - C:\VMachines\zScreenlmages
6 Turn off Automatic updates
Install any extra software not installed on the base machine.

Enable Server Role: Web & FTP Server

2.4 Turning off IE Advanced Security 2008R2

Select the root of the Server Manager and scroll to ‘Security Information’
Not a good thing to do on live systems and definitely not for ‘Administrators’.

~| Security Information EP Go to Windows Firewall
2 Configure Updates
*4 Chedk for New Roles

Windows Firewall: Public: On

Windows Updates: Install updates automatically using Windows Update iii Run Security Configuration Wizard
Last checked for updates: 3/2/2012 11:41 PM % Configure IE ESC

Last installed updates: 3/3/2012 12:36 AM

IE Enhanced Security Configuration Off for Administrators

(ESC): Off for Users

2.5 Creating the XP or Windows 7 Hosts

Two client machines are required, one for the internal client to run the
SmartConsole clients and the other as the VPNclient.



2.5.1 Build a base XP or windows 7 host

This host is no run, create two clones from this host after it has been built and all the

basic software needed has been installed.

Build a base XP client install.

Use 32 Bit XP as Check Point EndPoint Security is not supported for 64 bit XP.

EndPoint is supported for 32/64 bit Windows 7 installs.

Hostl

No.

Task

1

Set the IP address and default gateway

Set the VMnet interface to use NAT so that patches can be
directly applied to it from the Internet. Assumes the host running
VMware Workstation is connected to the Internet.

IP Address: DHCP
Netmask: DHCP
Gateway: DHCP

N

Update Windows patches, may require a couple of reboots.

Install Antivirus software and Update and run a scan.

Install any extra software, like network scanners you might need.

Filezilla Client

Filezilla Server

Putty, md5 (copy to c:\usn\bin, edit PATH to include c:\usr\bin)
Wireshark

Nmap

Superscanner (copy to c:\usr\bin, Anti-Virus might not like
superscanner)

Shutdown the XP Base Client and copy the files to safe location.

Use the copy in case the working version is corrupted.

It's a good idea to Defragment the base XP Virtual Machine before creating clones

from it. It takes approximately 30 minutes.

The disk allocated for the XP Machine is only 8GB therefore it is not expected to

have a lot of software installed on it. It is just a simple test client host.

252

‘g File Action View ‘Window  Help —|= J
] = 2
Q Computer Management (Local) Yolumne Session Status File System Capacity

= m Syskemn Tools
(5] Event Viewer
% Shared Folders < >

Local Users and Groups
g Ferformance Logs and Alert | Eoinated disk usage before defragmentation:

Device Manager
=g Storage
g Removable Storage

Defragmented

Disk Defragmenter
Disk Management

Estimated disk usage after defragmentation:
& Services and Applications

i Analyze ] i Defragment ] Yiew Re

M Fragmented files [ Contiguous files [ Unmovable files
[ Free space

The Hostl Virtual Machine - Windows XP Pro or Windows 7

Create a clone of the XP base host and name it Host1.
This machine will run the Check Point SmartConsole. Increase the memory for this
virtual machine to a minimum of 768MB.

Hostl
No. Task
1 Set the IP address and default gateway

IP Address: 10.1.1.100

Netmask: 255.255.255.0

Gateway: 10.1.1.254

DNS: 10.1.1.2

2 Change the Machine name to Host1
Change the Domain name to sitel.local

This machine can be connected to the Domain sitel.local during
the course and moved from Workgroup to Domain membership.
(Not yet otherwise it slows down access if the AD server is not
available).

3 Change the Virtual Network Adapter to VMnet2




Set the background screen image to - hostl.png

Location - C:\VMachines\zScreenlmages
5 Turn off Automatic updates
Install any extra software, like network scanners you might need.

Check Point End Point Security is installed later as part of the
course materials when dealing with client VPNs.

2.5.3 The VPNClient Virtual Machine - Windows XP Pro or Windows 7

Create a clone of the XP base host and name it VPNClient.
512MB of RAM for this virtual machine is OK.

VPNClient
No. Task
1 Set the IP address and default gateway

IP Address: 172.29.9.10

Netmask: 255.255.255.0

Gateway: 172.29.9.254

DNS:10.1.1.2

2 Change the Machine name to VPNClient

Does not matter about the domain for the time being.

Can be made a member of the sitel.local domain for testing
client VPN access if required during the course.

3 Change the Virtual Network Adapter to VMnet9

Set the background screen image to - vpnclient.png

Location - C:\VMachines\zScreenlmages
5 Turn off Automatic updates
Install any extra software, like network scanners you might need.

Check Point End Point Security is installed later as part of the
course materials when dealing with client VPNs.

The VPN client machine will be external and have Check Point End Point Security
installed on it to test client VPN access.



3 Creating the SecurePlatform Virtual Machine templates Step 2 - Use the default Typical’ configuration.

r Al
MNew Virtual Machine Wizard M

These machine are not fully created they are holders ready for students to start and
install the Check Point software.

Instead of getting the students to create these machines as part of the course they
are preconfigured and just need to be started.

Note, once started they should boot from the Check Point SPLAT ISO and will
required input from the keyboard within 90 seconds to continue the install. If you miss
the keyboard input within the 90 seconds just restart it and try again.

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

(@ Typical (recommended)
Create a Workstation &.5-7.x virtual
machine in a few easy steps,

(7 Custom (advanced)

VMware® Create a virtual machine with advanced
The only option that may need to be checked is the location of the Check Point ISO Workstation 71 e e oo i e
images X K older YMware products.
All of the machines in this document were built in D:\VM-R75 directory and can be
copied to any location for student use. By default C:\VMachines < Back

The I1SO images for class environments are by default located in

C:\VMachines\CDISO. Step 3-DO NOT INSTALL AN OS, this is done later.

[ Al
MNew Virtual Machine Wizard M

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will vou install the guest operating system?

If the ISO images are located anywhere else then the CDROM setting for the virtual
machines will need to change before being started.

Install from:

3.1 fW-S|tel Installer disc:

No drives available

3.1.1 Create the Firewall for Sitel Virtual Machine
Step 1 - Create a New Virtual Machine.

[L) ADSRVO1 - ViMware W

File | Edit View VM Team Windows Help

() Installer disc image file (iso):

C:\WMachines\CDISO\ 7601, 17514, 101119-1850_xa4f Browse...

New v | Virtual Machine... Ctrl+N_ (@) T will install the operating system later.
g Open... Ctrl+0 U= The virtual machine will be created with a blank hard disk.
Import or Export... Window

Connect to ACE Management Server...

[
Close CbeW | cerver 2008 R2 x64 Help < Back ] [ Next > ] [ Cancel

-R7SVADSRYD 1\ADSRVO Lvmx v ]
station 6.5-7.x virtual machine
-R75\Base 2008R 2Enterprise \Base 2008R 26

Map or Disconnect Virtual Disks...

Remove from Favorites

Exit ‘ J Devices
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Step 4 — Use ‘Linux’ & ‘Red Hat Linux’. Step 7 — Option to customise the hardware, easier to create the machine and

3 A . .
New Virtual Machine Wizard (o] then edit the VM settings.
Select a Guest Operating System
Which operating system will be installed on this virtual machine? i New Virtual Machine Wizard g‘

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Red Hat
Linux.

The virtual machine will be created with the following settings:

Name: fur-Sitel =

Location: DAVM-RT5\fw-Sitel

Version: Waorkstation 6.5-7.x L
Version Operating Syst... Red Hat Linux 1

([P.ed Hat Linux ) -

Hard Disk: 12GB

Memeory: 256 MB -

4 1 +

Customize Hardware. ..

[ < Back ][ Mext > ][ Cancel

Step 5 - Set the Machine name and location. | T ]J
rNew Virtual Machine Wizard u‘

Name the Virtual Machine Step 8 — Machine created but memory and NIC interfaces are incorrect.
What name would you like to use for this virtual machine?
fw-Sitel
Virtual machine name:
State: Powered off
f-Site1 Guest 05: Red Hat Linux
Location: D:WM-R75\fw-Site 1\fw-Site 1.vmx
Location: Version: Workstation 6.5-7.x virtual machine
D:\WM-R75\fw-Site1
The default location can be changed at Edit > Preferences. Srooric Devices Options
[P Power on this virtual machine S Memory 256 MB
Hﬁ Edit virtual machine settings & Processors 1
. =Hard Disk (SCSI)  12GB
Step 6 — For SPLAT use at |eaSt 12GB for the d|Sk. a Enable ACE features (What is ACE?) @CD,’DVD(IDE) Auto detect
H Floppy Auto detect
- N T Network Adapter  NAT
New Virtual Machine Wizard g @USB Controller Present
Specify Disk Capacity & So.und Card Auto detect
How large do you want this disk to be? Sprinter Present
EDlspIay Auto detect
The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become |arger as you
add applications, files, and data to your virtual machine.
Maximum disk size (GB): 12 =
Recommended size for Red Hat Linux: 8 GB
Store virtual disk 25 3 single fie:
) split virtual disk into multiple files
Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.
@ Pocket ACE size calculator
< Back ] [ Next = J [ Cancel
e 4
26 © Lezha Publications 2012
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Step 9 — Edit the Virtual Machine " Add Hardware Wizard (=5

Network Adapter Type
" n
Virtual Machine Seﬂingi g What type of network adapter do you want to add?
Hardware | Options Network connection
- p— Memory Bridged: Connected directy to the physical network I
. Spedfy the amount of memary allocated to this virtual Replicate physical network ti tate "
3 Memory 256 MB machine. The memory size must be a multiple of 4 M8, R SR AR MIDSE SRS Il
@ Processors 1 ) NAT: Used to share the host's IP address
(=Hard Disk (SCST)  12GB M for this virtusl machine: 1024 = MB
@CZ:’DVE‘! (II(JE) ) Auto detect jemory fof this virtual macnine x Host-only: A private network shared with the host
- (]
Il ] Floppy Auto detect nae Custom: Spedific virtual network
FEINetwork Adapter NAT o8
@)USB Controller  Present MneiD
) L1=:] 4 ]
@soundcard Auto detect 5 Maximum recommended memory
@Prmer Present 4c8 N Device status
ED Auto detect (Memory swapping may
isplay uto def occur beyond this size.) Connect at power on
7212MB
256 M3 P Recommended memory
128 e 256 MB [ <Back | [ Fnsh | [ cancel |
£ [ Guest 05 recommended minimum - :
ame < 32MB
16 ME :
Step 11 — Repeat Add Network adapter until you have 4 NICs and set then to the
ama correct VMnet. Increase the memory to 1GB.
" Al
Wirtual Machine Settings u
-
(7 F— Herdware |options|
Device Summary Memory
E 23 I [ Cancel ] [ Hep Specify the amount of memary allocated to this virtual
& - .' machine, The memory size must be a multiple of 4 MB,
8 Processors 1
{eiHard Disk (SCSI) 12GE Memory for this virtual machine: 1024~ Mg
Step 10 — Add a Network Adapter ()COOVD (D) Auto detect
| El Floppy Auto detect 2GE
r . X &l FElNetwork Adapter Custom (WMinetd)  EXT - ethl ece
Add Hardware Wizard FEINetwork Adapt... Host-only SYNC - eth1
_— 8GB
Hardware Type Fnetwork Adat... Custom (WWnetd)  DMZ - eth? e 1 Maximum recommended memry
What type of hardware do you want to install? ENetwork Adspt... Custom (Wnetd)  INT - gth? (Memory swapping may
eUSE Controller  Present 1GE occur beyond this size.)
@) Sound Card Auto detect 168 212MB
Hardware Explanation @Prlnb&r Present 512 MB
(=) Hard Disk. Add @ network adapter, (I EHoisplay Auto detect 256 ME 4 Recommended memory
B | e
i) &4 ME .
i Metwork Adapter [ Guest OS5 recommended minimum
@USE Controller i Me i 32MB
@) sound Card ! 16 MB
@Paralle\ Fort EME
@Senal Port 4 MB
= Printer |
@Ganenc SCSI Device
=
e 4
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Stepl2 — Set the CDROM to use an ISO image, Check Point SPLAT
3.2 fw-Site2

2
Virtual Machine Setting s M

Hardware |Options

Device summary Device status 3.2.1 Create the Firewall for Site2 Virtual Machine
& Memory 1024M8 Comnect=d .
@processors 1 [] Connect at power on Step 1 — Create the VM and configure the network adapters, memory and CD
et Hard Disk (SCSI) 12GE ISO image
(S)CD/OVD (IDE)  Auto detect Connection ge. - -
i H Floppy Auto detect (0 Use physical drive: New Virtual Machine Wizard u
| FNetwork Adapter Custom (VMnets) Auto detect Name the Virtual Machine
||| | Eetwork adant. . Hostonly o 150 image fle: What name would you like to use for this virtual machine?
i ENetwurk Adapt... Custom (VMnet3) 9 .
TS Network Adapt... Custom (VMnet2) Browse... T .
gUSE Controller  Present ..\7601. 17514, 101119-1850_x64fre mf':a macine name:
 Sound Card Auto detect C:\WM...\Check_Paint_R75.5plat.iso Site2
Printer Present C:...\Check_Point_R75.Windows.iso
" \Chedk_Peint_R71.Windows.iso Location:
EDlspJay Auto detect \Check ¥ T
3 ite2

int_R 70.Windows.iso
g =T d

_Point_R75.

Bt

.Splat, The default location can be changed at Edit > Preferences.
Retk-Pomt-R7+-PtP-GatEway

...\Check_Point_R71_CD2.5plat.iso

. \Check_Point_R71_CD1.5plat.iso

- .
Virtual Machine Settings [x
A

Step 13 — Check the VM settings are correct by looking at the summary.
Hardware | Options
fw-Sitel Device Summary Device status
State: Powered off ﬁ Memory 256 MB éunne::dt
Guest OS: Red Hat Linux @ Processors 1 ONNECT at powwer on
Location: D:WM-R75\w-Site 1Yfuw-Site Lymx May have to change location for i lard Disk (SCST) 1268 Connection
Version: Workstation &.5-7.x virtual machine 1S0O image \é);DIDVD (DE) :uz :ei;z © e hysical v
| loppy uto de :
Commands Devices | | Options | Fetwork Adapter Custom (WWnet?)  EXT - eth) Auto detect
. ENetwwk Adapt... Custom (WMnetf) ppFZ - eth1 . -
[ Power on this virtual machine 2E Memory 1024 MB TS network Adapt... Custom (VMnets) INT - eth? © Use 150 image file:
{f Edit virtual machine settings & Processors 1 @ UsB Controller  Present C:\WMachines\CDISO\Check_Po +
(eHard Disk (SCSI)  12GB @) sound Card Auto detect
B Enable ACE features (What is ACE?) (=)co/ovo (IDE) Using file C:\WMachines\CDISO\Check_Point_R75.20.5plat.iso Sprinter Present
) Floppy Auto detect Elvisplay Auto detect
@Natwork Adapter Custom (VMnet4)

ENEtwork Adapter 2 Host-only
@Natwork Adapter 3 Custom (VMnet3)
ENEtwurk Adapter 4 Custom (VMnet2)

@USB Contraller Present

@) sound card Auto detect
Printer Present

ED\spIay Auto detect
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Step 2 — Check the VM setting are correct.

fw-Site2
State: Powered off
Guest OS: Red Hat Linux
Location: D:\WM-R75\fw-Site 2\fw-Site 2, vmx
Version: Workstation 6.5-7.x virtual machine
Commands Devices | | Options
D Power on this virtual machine 2 Memory 1024 MB
{fh Edit virtual machine settings & Processors 1
Hard Disk (5CST)  12GB
[ Enable ACE features (Whatis ACE?) (=)co/ovo (10E) Using file C:\Machines\CDISO\Check_Point_R75.20.5plat.iso
EI Floppy Auto detect

FENetwork Adapter  Custom (VMnet7)
ElNetwork Adapter 2 Custom (VMnetg)
@Netwurk Adapter 3 Custom (VMnets)

@\JSE Controller Present
'ﬂ ) Sound Card Auto detect
@PFII‘IET Present
EDispla\; Auto detect

3.3 mgmt-Sitel

3.3.1 Create the SmartCenter Virutal Machine

Step 1 — Create the VM and configure the network adapter, memory and CD
ISO image.

Use 1.5GB RAM for the Management Server, 2GB if possible as it will speed up the
policy compiles and installs.

New Virtual Machine Wizard =

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

mgmt:Site1

Location:
D:\WM-R75\mgmt-Site 1 [ Browse... |

The default location can be changed at Edit > Preferences.

3.4

Step 2 — Check the VM setting are correct.

mgmt-Sitel

State: Powered off
Guest 05: Red Hat Linux
Location: D:\WM-R75Ymgmt-Site 1\mgmt-Site 1. vmx
Version: Workstation 6. 5-7.x virtual machine
Commands Devices | | options
D Power on this virtual machine 2 Memory 1536 MB
IFJ Edit virtual machine settings & Processors 1
{3 Hard Disk (SC51) 12GB
[ Enable ACE features (What is ACE?) (=) co/ov (IDE) Using file C: \WMachines\CDISO\Check_Point_R75.20.5plat.iso
EI Floppy Auto detect
E Network Adapter Custom (VMnet2)
@LJSB Controller Present
'ﬂ I Sound Card Auto detect
Present
Auto detect

Cluster Firewalls - fwa & fwb

Note for instructors doing classes.

Since Check Point installs only last for a 15 day evaluation period the Virtual
Machines fwa and fwb are usually created by the students.

They create everything from scratch and then install Check Point. It is a useful
exercise creating the Virtual Machine and doing another SPLAT install and
configuration. The more times you do something the easier it is to remember.

However, in a timed classroom environment you may end up being short of time to
complete all the materials. Therefore it is advisable to build fwa and fwb with a SPLAT
installed and configured to save time.

The machines can then be copied to the student work directory and they can start the
machines and create new objects for them in the SmartDashboard to establish SIC.

Creating the machines and copying them to the student C:\VMachines directory will
save about 45 — 90 minutes.

It's easy for the instructor to build fwa & fwb while the students are completing one of
the exercises during the first two days of the course materials.



4 Installing Software Step 3 — Checks for |nstsd warns if mlsﬂsmg anything.

Setup has detected that the ADSI 115 scripting
L libraries have not been installed on this server.
i —  You will need to run Windows setup to install
4.1 Ma” Enab I e this Windows component as MailEnable web
applications require this library.

This is a relatively easy email server with lots of features that has a standard edition _ _ _
that can be used for evaluation. Optional, install if and when required. Fiease ciek Ofcto continue or Cancelfo ext

The server must be running Web Services before installation Mail Enable, add Role ok | Cancel |
Web Server if the server is not currently already a web server.

. . Step 4 — Confirm OK, to Install
4.1.1 Mail enable Installation steps 2 Welcome X

Welcome to the MailEnable S etup program. This
program will inztall MalEnable Messaging Services
for Microsoft Windows [6.03] on your computer.

Step 1 - Run the Installation setup program
At least this program warns you that it will attempt to connect to the internet. You do
not have to be connected to the internet to install it.

Installation Note x|

. During the installation process and once
|0| installed. MailEnable wil try to access the

- Intemet. MailEnable does this as part of its
implict function in being a mail server. In na
way is MailEnable performing any malicious
activity. (Some firewalls or vius checkers may
give you a waming that MailEnable is
attempting to access the Intemet).

OK I Cancel

It iz strongly recommended that pou exit all Windows programs
before running this Setup Program.

Click Cancel ta quit Setup and cloze any programs you have
unning. Click Next to continue with the Setup program

Partions of this application are Copyright (<] 1985, 1988, 1933
The Regents of the University of Califonia. Al rights reserved.

WwARMIMNG: This program is pratected by copyright law and
international treaties. Unautharized reproduction or distribution
of thiz program, or any portion of it, mayp result in severe civil
and criminal penalties, and will be prosecuted to the marimum
extent possible under law.

Cancel

Step 5 — Any Name/Company can be used.

42 Get Installation Settings E

Flease enter the name and company of the registered owner of
MailEnable Messaging Services for Microsoft Windows inta the
fields below. All fields must be filed in to proceed.

Step 2 — confirm installation

MailEnable Installation x|

9. Setup has detected that DNS Resolution has
|0| not been comectly configured under TCP/IP M amme:
T twork settings. [ sitet.com
Please referto the MailEnable Guick Start Company:
ISite1.com

Installation Guide for assistance.

Please click OK to continue or Cancel to exit
setup. NOTE: It is recommended that you read the Quick
Start installation guide before installing MailEnable.

This is available at:

p:

oK I Cancel

< Back L Cancel
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Step 6 — Agree to the Terms and Conditons

Terms and Conditions

PFlease read the terms and conditions below:

'ou should carefully read the fallowing terms and conditions &
befare using this software.

Unless you have a different license agreement signed by the
respective owners, authors and copyright holders of the
tailE nable product suite, herewith referred to as ["ME"].
your use, distibution, or installation of this copy of MailEnable
indicates your acceptance of this License,

Al rights of any kind in M ailEnable which are nat expressly
aranted in this License are entirely and exclusively reserved to
and by "ME". You may not rent, leaze, modify, reverse
engineer, translate, decompile, disassemble M ailEnable
without the permission of its owners, authors and copyright
holders of MailEnable.

r'ou are not permitted to commercialize derivative works of

E]
I Back I Next > | Cancel |

Step 7 — Install the Web Mail Servive

Select Components

Irv the: options list below, select the checkbores for the options
that wou wiould like to have installed. The disk space fields
reflect the requirements of the options pou have selected.

¥ ‘b Mail Service (Server) 14417 k
Dizk Space Required: 14417 k.
Disk Space Remaining: 328B5EET k.

< Back

Cancel

Step 8 — Use the default install location.

‘A Choose Program Files Location x|

Setup will install the Program Files for MalEnable Messaaing
Services for Microsoft Windows in the following folder,

Itis important that you name this directary s a genenc name
independant of the Wersion pou are instaling. If pou chooze to
upgrade ta MalEnable Professional Edition, you should instal
into the SAME directories as Standard Edition. This will remove
ahy confusgion as to where MallEnable is installed and ensure
that wau only have a single copy of MallE nable ibraries on your
spstem.

Toinstallinta & different folder, click Browse, and select
anather folder.

" Destination Folder

C:%Pragram Files [x86)\ sil Enable Browse. | ‘

< Back

Cancel |

0-CPMgmtland2-VirtualEnv-R75

Step 9 — Use the defualt program group

Enter the name of the Program Manager group to add
MaiEnable Messaging Services for Microsaft Windows icons
=3

Mail Enable

Accessories
Administrative Tools
Maintenance
Startup

cBack [[C Heds ] cancel

Select Program Manager Group x|

Step 10 — Install in the defualt location

nable Repository x|

MaiEnable needs a file starage location far its configuration
and messaging data

It is important that yau name this directory a5 a generic name
independant of the Version you are installing. IF you choose to
upgrade to MailE nable Professional Edition, you should install
inta the SAME directories as Standard Edition. This will remove
any confusion as to where MalEnable is installed and ensure
that wou anly have a single copy of MalEnable libraries on wour
system

Tainstall into 2 different folder. click. Browse, and select
another folder. IF you are upgrading MailEnable, changing this
directary will not mave any existing data.

" Destination Folder

C:A\Program Files [#86]Mail Enable Biowse ‘

<Back | [Hmis | Concel |

Step 11 — Post Office a name — Sitel, pass Qaz123!! (could use

MailEnable requires at least ome Past Office ta deliver mail to
and from. You typically configure one Post Office for each
campany that you are hosting mail for, Because this i the first
Fost Office you are registering under MailE nable, it should be
something that represents your company of business unit name.
*r'ou will alsa need to supply 3 passward far the Postmaster
mailbo for the Post Dffice.

Fost Office Name:  [Sitet

Password wawx Qaz1231!

Mate: The Past Office name shauld typically be less than 20
characters and should not contain spaces or any of these
characters "@ []= 74 "

< Back |

Cancel

X

different pass).
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Step 12 — Set the Email domain and DNS server, leave the port to the default 25. Step 15 — Almost installed, do the readme bit if necessary.

£3 SMTP Connector Configuration | HMailEnable Readle x|
Please enter the domain name aof this host. [eg: mydomainname, com), _ ;I
Domain Name: ISM com This README File provides release notes for MaEnable
Standard.
Flease enter the primary DMS Server for this host. Mutiple host
entries should be delimited with a space. ELEASE NOTES
DNS Hostls) 012
Please see release notes as at
http: /. umesws mailenable. com/StandardHistory.asp
Please enter the SMTF listen port. [default should be 25). _|
SMTP Part: IZE— —
MNote: Before you can receive messages from the internet to e
domains defined under MailEnable, they need to be registered
with Mail Exchanger (MX) Records in your publishing DNS
] dewr | cenca | Step 16 — Mail Enable installed, best to reboot before starting the console.
42 Installation Complete |

MailEnable Messaging Services for Microsoft Windows has
been successhully installed.

Step 13 — Conifrm installaiton of the MailEnable messaging service.

42 Start Installation |

Press the Finish button ta exit this installation,
“You are now ready to install MalEnable Messaging Services for
Microsoft Windows.

You should run the diagnostic utility and review
your SMTP Connector relay settings to ensure
that your server is protected from spammers.

Press the Mest button ta begin the installation ar the Back
button ta reenter the installation infarmation.

Visit http://www.mailenable.com for support,
documentation and release information.

<Back  |{TERERSTY Cancel |

cBack | [T Hei> 3 Coancal |

Step 17 — Mail enable options shout be available in the Start Menu.
(2 Internet Explorer i
Step 14 — If the install program hungs might jus tbe unresponsive in a VM g;ﬁrmixﬂm e

environment for a short period of time, try to continue the installation. F] windows Update

Acrcessories

Installing | :
. Administrative Tools
Please Wait ... . Mail Enable

[, Diagnostics Utlity

[ 1 Tostaller ——— = ] 25 aiErabie Administrator

E_Q MailEnable Help

% ME Installer has stopped working a MailEnable Web Site
Read Me File
A problem caused the program to stop working correctly. =
Please dose the program. || standard Edition- Guide
|| System Manual
| <) Close the program . Documentation
. System Tools
. Maintenance
) Startup
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Step 18 — New Mailbox is user email addresses.

E File Action View Favorites Window Help

MailEnable - [MailEnable\MailEnable Management\Messaging Manager)Post Ofi

I e N

[_] MailEnable Mailbox =
1 (5 MaiEnable Management %' Postmaster
=] % Messaging Manager
= 58 Post Offices

& Diagnose EpTiliEh-
bedh Services Help
= ] Connectors
% e
[J% List Server
Dg Postoffice
= ] Agents
O (# MTA
@ Logs

] services

»

B sitel
| Domains
- M"It:‘. e
& Groups Malbox... |
[l Lists View

§d Bad Mail Mew Window from Here

% Quarantine

=] ﬁ Servers New Taskpad View...
E B locahost
=[] System A

Step 19 — Create email addresses, user.one, user.two, user.three, user.four,

user.five, user.six

2|

Eenemll IF' '.|F‘ .dul |
Mailbox Name:
Juser.one

Usemame for mail clierts:
|user.ane@§rte1

|~—- i Select random... !

Mailbox Type: IUSER hd

Mailbox has a size limit
Mailbox quota: I Unlimited  kilobytes (0 KB}

I~ Prevent userfrom authenticating
™ Mailbox is Disabled

Mailbox Size: 0 kilobytes (0 KB)

Delete Messages... |

ok | cancel | sy | Hep |

0-CPMgmtland2-VirtualEnv-R75
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Step 20 — Create a new email list - fwadmins.

List Properties
General |Dptions| HeadersfFootersl

List name:

Ifwadmins

Select domain for this list:

Is'rte‘l com j

List owner email (glso moderator):

Juser.one @site 1.com

[~ List is disabled [~ Enable list help

Send from: I List address j

List Type: I Unmoderated =l
Description:
distribute to Frewall Admins

When people wish to send a mall to this list they use
the following address:

fwadmins@site1.com

21|

oK I Cancel Aappli

Help
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Step 21 — Set the list options

4.2 MM3 WebAssistant

. ous This is a possible option for installing a web proxy on the ClassRouter VM if full web
General Optons | Headers/Footrs | access is required since it can act as a simple caching proxy.
rList Mode
[Email subscriptions are not pemnited forthis list 7| It costs 30 Euros for a license for the professional version which allows the proxy to
be used from any IP in the class environment.
r—Posting Permissions
" Anyone can post to this list The standard version is free for personnel use on a PC. It only works from the
" Only list members can post to this list machine it is installed on, not much use the for VM environment.
" Posting to this list requires a password
Password: | This software can be useful for caching the contents of a web site locally on the PC
~ Reply Options and reading the contents offline.
* Subscribers reply to the list . . . .
" Subscribers reply to the poster's address Requires a lot of disk space for caching if used properly.
" Subscribers reply to the moderator's address
it Subject Prefix The ClassRouter requires the VMnet8 Nat interface configured to use DHCP to work
% Subject is prefixed with the name of the list and QEt access to the Internet.
= Subject is not altered . . . .
("~ Subject should have the following prefix: All Windows 2008R2 VMs in the class environment have two interfaces. The second
Prefix: is disabled but can be enabled to allow the server direct access to the Internet if
needed.
I—IOK — | Aol | Help | 4.3 NTP Server

In the simple network environment for the firewall class the easiest method to handle

time synchronization is to run an NTP Server on ADSRVO01 or Host1.

Step 22 — Add three email addresses to the ‘fwadmins’ list.

7= MailEnable - [MailEnable\MailEnable Management\Messaging Mana

File  Action View Favorites

Window Help

L ENEE 7 o

(Z MailEnable
= &l MailEnable Management
= % Messaging Manager
=] E'E Post Offices
B Y sitel
~| Domains
~| Mailboxes
| Groups
B [ Lists

Member

: [SMTP:user.one @site 1.com]
@ [SMTP:user. bwo @site 1.com]
@ [SMTP:user. three @site 1. com]

@ fwadming

The NTP Server called — NTPsrv01l is located in the zSoftware directory. It has not
been installed on ADSRVO0L1.

An alternative would be to use the standard W32time tools on the 2008R2 server.
An NTP server should be installed and all devices should point to the NTP server.

It is possible to not use an NTP server, however time drift does occur with virtual
Machines and the firewalls may get out of sync with the Management server.

The ADSRVO01 VM setting should be set to auto synchronize time with the host if it is
not setting time with an external time source.

In live configuration time and time sources are critical to the correct function of
firewalls, clusters and central logging servers.



4.4 Resetting the Date and Time — extending the Eval License

Note: When you install the evaluation version you agreed to terms and conditions
which might have included ‘not to reset the date and time’.

Any person violating agreed terms and conditions do so at their own risk.
Check Point will provide 30 day evaluation licenses if requested.

If you have to reset the SmartCenter and Firewall clocks because you are running out
of the 15 day evaluation period then there may be some issues.

For the 5 day classroom trainer controlled training course the default 15 day
evaluation licenses are not an issue.

Resetting the clocks does work. However, it may be a useful exercise to reinstall from
the Check Point components. It only about 3-4 hours to reinstall the SmartCenter and
firewall and that includes creating all the objects and rules.

= x|

The connection has been refused due to one of following server certificate problems:
1. The server's clock is not setup properly.
2. The certificate's issue date is later than the date of the server's clock.
3. The GUI Client's clock and the server's clock are naot spnchronized,
4. The certificate has expired.
5. The cerlificate is invalid.

The errror message shown above is because an attempt to use administrator ‘gus’
with certificate authentication and the Smartcenter clock has been reset backwards to
extend the evaluation period

The certificate for user ‘gus’ was created after the time that the SmartCenter is
currently set to, 4th April, Certificate was create on 5th April.

Certificate is not yet valid. Use 'fwadmin' or reset the date again. Wait one day and
the certificate for ‘gus’ becomes usable.

Alternatively the certificate can be revoked and a new certificate for ‘gus’ created.
If you reset the date and time on the Check Point SmartCenter and firewall you should

really reset the date and time on the windows 2008R2 servers as well to keep
everything in sync.

You will have to reset the date and time on the Windows XP or Window 7 host that is
running the SmartConsole clients.

If you reset the clocks on the Windows 2008R2 servers you may have issues. If you
do not activate windows 2008R2 after the initial evaluation period to set the 180 days
the server will automatically shutdown after 1 hour.

For training, evaluation and personal educational development it is recommend that
you do not reset the clocks but spend the 3-4 hours reinstalling the Check Point
environment. The Windows VMs do not have to be rebuilt.

4.4.1 Live site Resetting the Date and Time

If you need to reset the date and time on a live firewall or SmartCenter if an NTP
server is not configured then you must stop all Check Point services before
changing the date or time.

The best solution is to configure an NTP server and ensure all Check Point
components synchronize time with the internal NTP server.

If you attempt to change the time on a live firewall without stopping the Check Point
services then it is likely to crash with the loss of all network connections.

All clocks keeping time on computer systems will drift. Firewall and network devices
must be configured to keep good time.

For network devices it is recommended that standard GMT is used and to NOT
adjust time for summertime (BST).

Having to spring forward an hour in Spring and fall back an hour in the Fall will
cause problems with firewall state table packet monitoring checking date and time
stamps.

4.5 Maintaining the Virtual Machines — Software Updates

The classroom virtual machines can be reasonably static in terms of the OS patches
and the software installed since this is just a learning/test environment.

A choice can either be made to leave the virtual machine builds for the 180 days of
Windows evaluation period for Win2008R2 or to attempt to keep them patched.

If the virtual machines are just for personal use and not to be used as demos for
colleagues then patching will not be an issue.



